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ABSTRACT 
This paper proposes a novel, lightweight convolutional neural network 

(CNN) designed for edge device deployment. The CNN is developed to recognize 
and classify threats or targets of interest. The model is equipped with a real-time 
hotspot detection algorithm, which enables it to process information quickly and 
accurately, resulting in improved inference time of up to 20fps and a detection 
range of more than 400 meters with typical thermal situational awareness sensors. 
The proposed CNN has been rigorously tested and validated to demonstrate its high 
accuracy, sensitivity, and low false positive rate, providing a reliable solution for 
edge devices to detect potential targets. Additionally, the CNN's lightweight design 
allows for easy deployment, making it an ideal solution for extending the security 
bubble for edge devices. The proposed model can be used for a variety of 
applications, including surveillance, security, and object recognition.  

 
!"#$%&'() An overview of the proposed framework for threats detection and classification. 
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3. Methodology 
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0(7%.$(!,*%.' >!(2.!&+7$.%!*$.!1$!*7+!-#0.:!K$!
*7+!.@&.+1,.$(0>!/.!70.%!(2.!*+151$#'!RSO.(!
#0!#!(.#-2.+!,*%.':!
!

*+,-&' (.' Validation of our compression strategy. 
 

!"#$% &"' (
)*

+,,-  

&"' (
.*

+,,-  

/0+1+23 !$2"14*
356$*
7!89*

SQNet 
(baseline) 

0.72 0.96 740,554 4.2 

Pruned 
(70%) 

0.52 0.88 221.774 0.993 

+distilled 0.68 0.95 221774 0.993 
+quantized 

(8bits) 
0.67 0.94 223014 0.942 
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4. Implementation details 
 

9"#"$:1'12+'2 $
 

;$$*(#(.%!(2.+,#'!%#(#0.(0!#+.!2#+%!(*!-*,.!
<9:!C*!(+#1$!*7+!,*%.'>!/.!70.%!<*(2!*&.$4
0*7+-.! #$%! &+*&+1.(#+9!L1$42*70.M!%#(#0.(0:!
C*! (+#1$! *7+! %+*$.! ,*%.'>! /.! 70.%! (2.!
R3#$0(+*,!DHTF!%#(#0.(! )*+! *<B.-(! %.(.-(1*$!
#$%!5.$.+#(.! (2.! gYK0! 701$5! (2.! %+*$.!
<*7$%1$5!<*@.0:!=*+!&.%.0(+1#$!%#(#>!/.!70.%!
IcI 4ET! DHUF>! ="Kg! DH\F! #$%! "R=Kg! DHfF:!
J@#,&'.0!*)!(2.0.!%#(#0.(0!-#$!<.!31./.%!1$!
=15:! W:! C2.! 3.21-'.0! (+#1$1$5!%#(#! #+.!
-*''.-(.%! 701$5! *7+! (2.+,#'! -#,.+#0:! J#-2!
%#(#0.(! 2#0! <..$! 0&'1(! 1$(*! #! (+#1$1$5>!
3#'1%#(1*$>!#$%!(.0(1$5!0.(0>!#$%!-*,<1$.%!(*!
-+.#(.!(2.!)1$#'!0.(0:!
!
9"."$;-1()()<$1)*$()3+-+),+$*+'1(02 $

 
21%.0.0/( *+'%.,-3(].! 70.%! (2.! (+#1$1$5! 0.(!
-+.#(.%! )+*,! *&.$40*7+-.! 1$)+#+.%! %#(#!
%.0-+1<.%! 1$! R.-(1*$! T:E! (*! (+#1$! (2.!
'152(/.152(! IOO:! ^.)*+.! (2.! -*,&+.001*$!
&2#0.>!/.!(+#$0).++.%!(2.!RSO.(!L(+#1$.%!*$!
3101<'.! 1,#5.0M! (*! *7+! %#(#0.(:! ].! 6..&! #!
-*&9!*)!(210!,*%.'!#0!/.!/1' '!70.!1(!)7+(2.+!(*!
571%.!(2.!(+#1$1$5!*)!(2.!0,#''.+ !,*%.': !C2.!
(+#1$1$5! &+*-.%7+.! 10! -*,&*0.%! *)! (/*!
&2#0.0:!!
!
K$!(2.!)1+0(!(+#1$1$5!&2#0.>!/.!1,&'.,.$(!*$. 4
02*(! &+7$1$5! #$%! +.(+#1$! (2.! &+7$.%! ,*%.'!
LQ1$1RSO.(M! )*+! WU! .&*-20:! ].! -2*0.! (2.!
&.%.0(+1#$!%#(#0.(!%7+1$5!(210!&2#0.!01$-.!1(!10!
(2.!'#+5.0(!*$.>!'.#%1$5!(*!<.((.+!#$%!7$<1#0.%!
*&(1,1A#(1*$!*)!(2.!#+-21(.-(7+.:!;(!(2.!.$%!*)!
(2.0.! .&*-20>!/.! %10(1''! (2.! 6$*/'.%5.! 1$!
RSO.(! 1$(*! Q1$1RSO.(! <9! #%%1$5! (*! (2.!
-'#001)1-#(1*$! '*00! #! %10(1''#(1*$! '*00! #0!
%.0-+1<.%!1$!#0!%.0-+1<.%!1$!DHHF>!#$%!+.(+#1$!
)*+!#$*(2.+!EZ!.&*-20:!;(!(2.!.$%>!/.!*<(#1$!
#! '152(! /.'' 4*&(1,1A.%!,*%.'! +.#%9! (*! <.!
(+#$0).++.%!#$%!0-#'.%!(*!#$*(2.+!-'#00.0!#$%!
%#(#0.(0:!!!
!

C2.! 0.-*$%! (+#1$1$5! &2#0.! 10! ,*%.'! )1$.4
(7$1$5>! /21'.! /.! #%%.%! ,7'(1 42.#%0! (*! (2.!
-'#001)1.+! (*! #--*7$(! )*+! (2.!*(2.+! -'#00.0>!
3.21-'.0>! #$%! %+*$.0:! C2.! )1$.(7$1$5! &2#0.!
70.0!*$'9!(2.!-+*004.$(+*&9!'*00!#0!$*!)7+(2.+!
-*,&+.001*$!10!1,&'.,.$(.%!#(!(210!0(#5.:!(
(
405+1+0&+( *+'%.,-:! ].! )1+0(! #&&'9! #! )#0(!
,*(1*$!%.(.-(1*$!#'5*+1(2,!(*!1,&'.,.$(!(2.!
(#+5.(! %.(.-(1*$! &1&.'1$.>! #0! ,.$(1*$.%! 1$!
R.-(1*$! H:E:! C2.! #'5*+1(2,! 10! -*,&*0.%! *)!
<#-65+*7$%! 07<(+#-(1*$>! )*''*/.%! <9! #!
(.,&*+#'!?.001#$!%.(.-(*+!DHaF:!C210!,.(2*%!
10! 070-.&(1<'.! (*! '*-#'! 1$(.$01(9! -2#$5.0! #(!
.#-2! &1@.'! #$%! .)).-(13.'9! -#&(7+.0! ,*31$5!
(#+5.(0!.,1((1$5!+#%1#(1*$:!

!
Y$-.! (2.! -#$%1%#(.! &1@.'0! #+.!%.(.-(.%>!

&#(-2.0!-.$(.+.%!#(!(2.0.!&1@.'0!#+.!-+*&&.%!
#$%!.@(+#-(.%!(*!<.!#$#'9A.%:!C2.!&#(-2.0!#+.!
(2.$! +.01A.%! #$%! ).%!1$(*! (2.! (+#1$.%!
'152(/.152(! IOO! (*! -'#001)9! .#-2!gYK!#0!#!
(#+5.(!*+!$*(!#!(#+5.(!*)!1$(.+.0(:!!!!!
!
5. Experiments 
 
="#"$$>?10@1'()<$ 'A+$ B-&B&2+*$

,&CB-+22(&)$2' -1'+<D$$
 

'

! ! ! !

! ! ! !

! ! ! !

! ! ! !

! ! ! !
'

!"#$%&'/ ) Samples from our open-source datasets 
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].!(.0(.%!%1)).+.$(!&+7$1$5!(2+.02*'%0!LZ:\>!
Z:f>! #$%! Z:`M:! ].! )*7$%! (2#(! #55+.0013.!
&+7$1$5! #(! Z:`! %.0(+*9.%! (2.! (*&*'*59! 1$!
0&.-1)1-!'#9.+0!#$%!,#%.!(2.!,*%.'!7$#<'.!(*!
(+#1$:!Y$!(2.!*(2.+!2#$%>!0.((1$5!(2.!(2+.02*'%!
(*!'*/.+!3#'7.0!%*.0$V(!&+*31%.!#$!#%3#$(#5.!
1$! (.+,0! *)! -*,&+.001*$:! ;--*+%1$5'9>! /.!
)1@.%!(2.!&+7$1$5!(2+.02*'%!(*!Z:f!1$!#''!*7+!

.@&.+1,.$(0:!C2#(!,.#$0!/.!6.&(!*$'9!HZh!
*)!(2.!)1'(.+0>!/2.+.!(2.!0-*+.!*)!.#-2!)1'(.+!1$!
.#-2!'#9.+!10!+.'#(.%!(*!(2.!#-(13#(1*$!0(+.$5(2:!!

!
K$!C#<'.!E:!/.!+.&*+(!(2.!.3#'7#(1*$!+.07'(0!

*$! (2.! IK=;gEZ! D`F! %#(#0.(! #$%! -*,&#+.!
(2.,!(*!(2.!<#0.'1$.!LRSO.(M:!;0!-#$!<.!0..$>!
&+7$1$5! (2.! ,*%.'! '.#%0! (*! #! 0'152(!
&.+)*+,#$-.! %+*&! .3.$! #)(.+! +.(+#1$1$5>!
/21-2!10!#$!1$%1-#(*+!*)!*3.+)1((1$5!*$!(2.!(.0(!
0.(:! i01$5! X$*/'.%5.! %10(1''#(1*$!
-*,&.$0#(.0! )*+! (2.! &.+)*+,#$-.! %+*&! #$%!
1$-+.#0.0!(2.!#--7+#-9!(*!#!-*,&.(1(13.!3#'7.!
-*,&#+.%!(*!(2.!<#0.'1$.:!].!#'0*!#&&'1.%!#!
&*0(4(+#1$1$5! 87#$(1A#(1*$! (*! #$#'9A.! 1(0!
.)).-(!*$!&.+)*+,#$-.:! ;0! (2.!+.07'(0!02*/>!
87#$(1A1$5!(2.!/.152(0!)+*,!HW<1(0!L)'*#(1$54
&*1$(M!(*!`<1(0!#)(.+!(+#1$1$5!%1%!$*(!#)).-(!(2.!
&.+)*+,#$-.!#$%!#''*/.%!(*!+.,*3.!UZ!<9(.0!
*)!,*%.'!01A.!)7+(2.+:!!!

 

="."$>?10@1'()<$ 'A+$0(<A'E+(<A'$ /77$
B+-3&-C1),+$ &)$ '1-<+'$
*+'+,'(&) $

!
Y7+! .@&.+1,.$(0! -*$010(.%! *)!)1$.4(7$1$5!

(2.!-'#001)1-#(1*$!$.(/*+6!)*+!.#-2!70.!-#0.>!
701$5!#!3#'1%#(1*$!0.(!(*!%.(.+,1$.!(*!&.+)*+,!
.#+'9! 0(*&&1$5! <#0.%! *$! (2.! 3#'1%#(1*$! '*00!

3#'7.:!C2.! -'#001)1-#(1*$!#--7+#-9! /#0! (2.$!
-*,&7(.%! *$! #! 0.&#+#(.!(.0(1$5!0.(! )*+! (2.!
1,#5.! &#(-2.0:! K$! #! '#(.+! 0(#5.>! (2.!.$(1+.!
&1&.'1$.! L1$-'7%1$5! (2.!,*(1*$! %.(.-(*+M! 10!
3107#''9! 3#'1%#(.%! *$! (.0(1$5! 31%.*0:!C*!
%.,*$0(+#(. ! (2.! 3.+0#(1'1(9! *)! *7+! ,*%.'>!
(2+..! .@&.+1,.$(0! /.+.!&.+)*+,.%:!Y$.! )*+!
&.+0*$0>!*$.! )*+!%+*$.0>!#$%!#!)1$#'!*$.! )*+!
%1)).+.$(1#(1$5!<.(/..$!3.21-'.0>!%+*$.0!#$%!
3.21-'.0! (2+.#(0! 01,7'(#$.*70'9:! ].! +.&*+(!
(2.!+.07'(0!*)!*7+!.@&.+1,.$(0!1$!(#<'.!W>!#$%!
-*,&#+.!1(!(*!#!eY"Y3H!<#0.'1$.:!

 
Y7+! (1$9! ,*%.'! 02*/0! 5+.#(! &.+)*+,#$-.>!

<.1$5!#&&+*@1,#(.'9!E!Q^!1$!01A.>!#$%!(2.!
.$(1+.!&1&.'1$.!-*$07,1$5!'.00!(2#$!\!/#((0!*)!
&*/.+:!C2.!eY"Y3H!<#0.'1$.!10! ,*+.! (2#$!
WZ!(1,.0!(2#(!01A.!1$!-*,&#+10*$>!#$%!%*.0!$*(!
&.+)*+,! #0! /.''>! .0&.-1#''9! )*+! 0,#''! *+!
%10(#$(! (2+.#(0:! C210! .@-.''.$(! .))1-1.$-9!
-*,.0!)+*,!(2.!)#-(!(2#(!%7.!(*!*7+!-#$%1%#(.!
0.'.-(1*$! /1(2! (2.! 2*(0&*(! #'5*+1(2,>! (2.!
/2*'.! 1,#5.! $.3.+! $..%0! (*! 5.(! &+*-.00.%>!
*$'9!(2.!+.'.3#$(!&#+(0:!!

*+,-&' / . Results of the proposed target detection model on test data. 
 

!"#$%&''%
()"$*+ % ,-.$/0 %

12+0/34$%
./3#$%567%

89:
;4).$ % 8<=%5>7%

?6/#$%
.$+@%

5A2B$*+7%
($6).C%
+2D$%5(E7%

<)F$.%
4)3+G6A02)3+%

H3$:-$/" % !"#$%&' ()*' +',--. ' -/01' ) ' 2'3--- ' -/00, ' 2'1'4566$'

' 7#%&"' 89 ' -/00' -/,* ' '   
(G*02:
-$/"+ % 9::'

()*' +'
3*-;. ' -/<0' ) /1' ' =/-=<' 89 '

E/+$*23$%
5IHJHKL7%

!"#$%&'
%&:>' ()* ?1-. ' -/@*' 89 '

A')--B'
CDE::F' A')- ' 89 '

*
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!

K$! (.+,0! *)! #--7+#-9>! /.! *<(#1$! .@-.''.$(!
=E4R-*+.! #$%! )#'0.! &*01(13.! +#(.! L=bgM! )*+!
*$.!-'#00!(2+.#(!%.(.-(1*$>!#$%!0'152('9!'*/.+!
=E40-*+.!#$%!=bg! )*+! (2+..! -'#00!%.(.-(1*$>!
/21-2! 10! 7$%.+0(#$%#<'.!%7.! (2.! *--#01*$#'!
,10-'#001)1-#(1*$!*)!#!(2+.#(!)*+!#$*(2.+!(9&.!
*)!(2+.#(:!R*,.!87#'1(#(13.!+.07'(0!#+.!02*/$!
1$!)157+.!H>!/2.+.!/.!-#$!0..!%1)).+.$(!(9&.0!
*)!(2+.#(0!<.1$5!1%.$(1)1.%>!#$%!2*(0&*(0!<.1$5!
1%.$(1)1.%!#0!$*$4(2+.#(0:!!

!
6. Conclusion 
!
C2.!'152(/.152(!IOO!&+*&*0.%!1$!(210!&#&.+!
10!#!&+*,101$5!#&&+*#-2!(*!.)).-(13.'9!*&.+#(.!
*$! -*$0(+#1$.%! R]#b! LR1A.4].152( 4#$%4
b*/.+! -*$07,&(1*$M! 2#+%/#+.! #$%! .%5.!
.$31+*$,.$(0:!C2.!&+*&*0.%!,*%.'!#-21.3.%!
1,&+.0013.! %.(.-(1*$! +.07'(0! #(! #! '*/!
-*, &7(#(1*$#'! -*0(>! ,#61$5! 1(! #! 31#<'.!
0*'7(1*$!)*+!+.#'4/*+'%!#&&'1-#(1*$0:!K(!-#$!<.!

#%%1(1*$>! (2.! &+*&*0.%! ,*%.'! -#$! <.! .#01'9!

#%#&(.%! (*! %1)).+.$(! .$31+*$,.$(0! #$%!
%#(#0.(0>! (270! &+*31%1$5! #! 5.$.+#'1A#<'.!
,*%.'! )*+! (2.! (#+5.(! L#$%! (2+.#(M! %.(.-(1*$:!
].!., &2#01A.!(2#(!(2.!5*#'!*)!(2.!'152(/.152(!
IOO! &+*&*0.%! 1$! (210! /*+6! 10! (*! 0&*(!
&*(.$(1#'!(2+.#(0!#$%!0.$0.!*<B.-(0!*)!1$(.+.0(!
+.5#+%'.00!*)!(2.!'152($1$5!-*$%1(1*$0!#0!0**$!
#0!&*001<'.!L1$!+.#'4(1,.M!#$%!#(!(2.! )#+(2.0(!
%10(#$-.0! <9! +.'91$5! *$!0.$01$5!%10(#$(!
,*31$5! 2*(! 0&*(0! 1$! (2.! 0-.$.:!L1:.:>!701$5!
1$)+#+.%!0.$0*+0M:!Y$-.!(2.!(#+5.(!10!%.(.-(.%!
#$%! '*-#'1A.%>! #!2152.+! +.0*'7(1*$!3101<'.!
Lgj^M!*+!R]Kg!-#,.+#!-#$! <.!70.%!(*!&*1$(!
#(! #$%! A**,! 1$! *$! (2.! (#+5.(>! -#&(7+1$5!
#%%1(1*$#'!%.(#1'0! (2#(!#1%!1$!(2+.#(!#$#'9010:!
Y7+!.@&.+1,.$(0!2152'152(!(2.!&*(.$(1#'!*)!(2.!
&+*&*0.%!(2.+,#'!(#+5.(!%.(.-(1*$!)+#,./*+6!
1$!1$-+.#01$5!(2.!0.-7+1(9!<7<<'.!#+*7$%!.%5.!
%.31-.0!#$%!(2.1+!-#++1.+0:!=7(7+.!/*+6!,152(!
1$-'7%.!<.((.+!701$5!(2.!(.,&*+#'!#0&.-(!L1:.:>!
701$5! 31%.*! 1$)*+,#(1*$! 1$0(.#%! *)! 0(#(1-!

'

' '

' '

'
!"#$%&'0) Qualitative results of our method. Top left and top right: a drone is detected (red) while hotspots 

(white) are classified as non-threats. Bottom left: a drone (blue) and a person (red) are detected. Bottom right: a 
drone (blue), a person (red) and a vehicle (green) are detected. Better seen in color. 
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